Novel Approaches for Minutiae Filtering in Fingerprint Images

Abstract placements. However, this technique cannot handle vari-
ations in brightness and ridge quality. (ii) Ridge feature

Minutiae extraction is one of the critical steps in fingerprintased matching : These algorithms depend on extracting tex-
verification algorithms. Any missing minutiae or spuriougire,shape,frequency orientation and other ridge characteris-
minutiae introduced at this stage can degrade the perfaics for matching. Previous work by Jain et. al [11, 12]
mance of the matching algorithm. Existing structural agprovide more details on this approach. (iii)Minutiae based
proaches for minutiae filtering use heuristics and adhoc rul@satching: These techniques are by far the most widely used
to eliminate such false positives, where as gray level gp-existing fingerprint matching algorithms. Given a finger-
proaches are based on using raw pixel values and a supgfintimage, all the minutiae locations, orientations and struc-
vised classifier such as neural networks. We propose twal relationship among the points are determined and stored
new techniques for minutiae verification based on non-trivigé part of the template. During matching, the deformation
gray level features. The proposed features intuitively repigetween two such point sets is recovered and the point cor-
sents the structual properties of the minutiae neighborhoggkpondences are determined to generate a similarity score
leading to better classification. We use directionally seleg5].
tive steerable wedge filters to differentiate between minutiae
and non-minutiae neighborhoods with reasonable accuracy. o ) )
We also propose a second technique based on Gabor expariMany of the minutiae extraction algorithms are sequen-
sion that results in even better discrimination. We present 8@l resulting in error propagation in each of the stages. Error
objective evaluation of both the algorithms. Apart from mindieSulting from poor quality images can be eliminated using

tiae verification, the feature description can also be used fghancement techniques [10]. Other variations due to dis-
minutiae detection and minutiae quality assessment. placement and elastic deformation are handled by the match-

ing algorithm. In this paper, we try to by eliminate errors

introduced during the feature extraction stage. Figure 1 il-
1 Introduction lustrates instances of false positivies detected by a typical

feature extraction algorithm. The feature extraction stages re-
Fingerprint verification has emerged as one of the most railts in the following type of errors (i) Missing minutiae: The
able means of biometric authentication due to its universt#ature extraction algorithm fails to detect existing minutia
ity, distinctiveness, permanence and accuracy [15]. Cawhen the minutiae is obscured by surrounding noise or poor
trary to popular belief, inspite of its long history and extemidge structures. (ii) Spurious minutia: The feature extraction
sive research efforts, automated fingerprint recognition is @gorithm falsely identifies a noisy ridge structure such as a
a closed problem. Reliable matching of fingerprints is a chalease, ridge break or gaps as minutiae. The types of errors
lenging problem .No two different impressions of the fingemtroduced in this case strongly depend on the feature extrac-
print are identical even when they come from the same intibn process. When the feature extraction is performed using
vidual. The matching algorithm has to be therefore invaridninarization and thinning, spurs, bridges, opposing minutiae,
to changes in orientation, displacement, elastic deformatitnangles, ladders are some of the structures leading to false
occlusion and missing features. Varying skin conditions mayinutiae detection [15]. Gray level based feature extraction
lead to poor quality images that can lead to feature extractimethods such as the ridge following approach proposed by
errors and subsequently error during recognition. Maio and Maltoni [14] can eliminate many of the sources

Most of the existing fingerprint recognition algorithms caaf error that are caused by binarization and thinning. How-

be categorized into the following approaches [15]. (i) Correver, in poor contrast or poor quality images where the local
lation based matching : In this approach the similarity bexaxima cannot be reliably located, false positives are still in-
tween two fingerprints is obtained using correlation. Theoduced. Therefore a post-processing step is required where
correlation may be performed in the spatial or Fourier deuch spurious minutiae features are eliminated. It has been
main or using high-speed optical correlators [4, 22, 20]. Iehown that feature refinement can result in considerable im-
variance to rotation and displacement is achieved by aligmevement in the accuracy of a minutia based matching algo-
ing the fingerprint images at multiple orientations and digthm [16].



projecting the gray scale image on to a set of basis images
derived using Karhunen Leove Transform. Classification is
done using a shared weights neural network that uses both
positive and negative images of the minutiae neighborhood
to exploit the duality of the ridge and bifurcation. Although
this approach leads to significant reduction in the number of
false positivies and exchanged minutiae, it also increases the
number of missing minutiae. Both the mentioned approaches
improve the matching performance when the minutia filter-
ing is used as a post-processing after feature extraction. But

Fi 1 Fi int i ith minuti tracted _itis does not indicate the exact underlying mechanism or the
igure 1. Fingerprint image with minutiae extracted UsINg ., o< that discriminate between minutiae and non minutiae

our algorithm. Some of f[he _spurious minutiae occuring alorHgighborhoods. However, it can be seen that the use of neu-
the creases has been highlighted ral networks in both these approaches indicates to the use of
template matching as the underlying mechanism.

1.1 Prior related work .
1.2 Overview

Errors introduced due to missing minutiae cannot be CQfintiae represent local deviation in the flow of ridges. Al-
rected using post processing steps. However, many of {48 ,qh many different types of fingerprint features have been
false positivies introduced during feature extraction can PR nified, ridge endings and bifurcation account for a major-
removed using pruning methods. Existing methods to ff%?f those features. We treat both ridge endings and bifurca-
ter spurious minutiae can be cate_gorlzed into tWO methods uniformly since their type can get exchanged with slight
Structural post processing and (i) Gray level image basggiation of pressure. Also, the majority of the existing fin-
filtering. Structural post processing methods prune Spuriqyigrint matching algorithms do not distinguish between the
minutia based on heuristics rules that use the relative 1063 tia types during verification. We propose two feature
tion of the detected minutia, length of the ridges, relatiygscriptors that can be used to differentiate between minu-
orientation of the minutiae among other structural informgz e 2nd non minutiae neighborhoods. The first approach is
tion. However, these rules are very specific to the fealyfgseq on the response of the minutiae neighborhood to a bank
extraction algorithm. Xiao and Raafat [23] provided taxon sieerable wedge filters. The response is fed to a feedfor-
omy of structures resulting from thinning that lead to Sputlyarg hack propagation network to classify the inputs as either
ous minutia and proposed heuristic rules to eliminate themg tiae or non minutiae neighborhood. The second and also
Hung [5] proposed a graph-based algorithm that exploits #4@. more accurate approach is based expressing the minutiae
duality of the ridges and bifurcation. The binarization anghighhorhoods as a linear sum of basis images made up of
thinning is carried on positive and negative gray level ings it resolution Gabor elementary functions. The rest of the
ages resulting in ridge skeleton and its complementary vallgyser is organized as follows. Section 2 explains the use of
skeleton. Minutiae features that occur in both images are {igsqqe filter for minutiae verification. The second approach
tained while eliminating the false positivies. Gray scale basggng Gabor expansion is presented in section 3. Experi-
techniques use the gray scale values in the immediate nejghn ) verification and objective evaluation of the techniques

borhood to verify the presence of a real minutia. Prabhak@pesented in section 4. Finally conclusion and future work
et. al [16] proposed a gray scale image based approach 19 yiscussed in section 5.

eliminate false minutiae. A 64x64 region of the neighbor-

hood surrounding the minutiae is normalized w.r.t orientation

and brightness variation. Horizonatally oriented Gabor f2  Steerable Wedge Filters

ters are used to enhance the region and the pixels in the cen-

tral 32x32 regions is used as features to distinguish betwé&taerable filters have been used for some time to analyze local
minutiae and non-minutiae neighborhoods. The classificatiomentation in images. Steerable filters allow us to compute
is done using a Learning Vector Quantizer that uses the ctire responses at different orientation as a linear combination
tral 1024 pixels as input and classifies the region as ridgé,response to a set of basis filters. Freeman and Aldeson
bifurcation or non-minutiae. Maio and Maltoni [6] proposef®] first developed the concept of steerable filters. They used
a neural network based approach for minutiae filtering. directional derivatives of Gaussians to construct these filters.
this method, the minutiae neighhborhood is normalized widbwever, the symmetry of these derivatives imposes an an-
ridge frequency in addition to orientation and brightness vagtlar periodicityr of on these filter responses irrespective of
ations. The dimensionality of the feature set is reduced the basic image structure. The bimodal response is not very
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useful in junction analysis and pattern recognition applica-

tion where a full range resolutioj 27]) is needed. Simon- g(r) represents an arbitrary radial function with compact sup-

celli and Farid [21] propose asymmetrical filters that exhilgbrt. k,, o represents the interpolation function atgl repre-

a unimodal response. A brief overview of these filters is preents the orientations of the basis filters. 2 shows the basis

vided for completeness. Further details are provided in [@iers for N=5. The angular response of the filter at different

and [21]. Consider a bank of two filters given by orientations is computed using the squared energy response
of the even and odd symmetric filters and is given by

a n
GO (r,0) = cos(6) %TS") 1) E(¢) = h2 + h?
o 09"(1)
/2 _ . . g .
GR/2(r,0) = sin(0) =5 @ 2.1 Minutiae Verification
g(r) = 6%2 (3) Minutiae is marked by local deviation in the ridge flow,

ré;th three dominant local directions corresponding to the

The subscript indicates the order of the derivative whi 0 branches of the bifurcation and the parallel ridge direc-

the superscript indicates the orientation of the basis flltersﬂgtp_ Plain ridges are marked by a single dominant direc-

can be easily shown that using these two basis filters, aflt|on aligned with the horizontal. On the other hand, false

oriented in an arbritrary directiop can be constructed using_~ . . .
positives encountered around the creases and noisy regions

G¢ = G cos(¢) + G™/? sin(¢) (4) of the fingerprint are marked by multiple dominant direc-

. . . . tions. Creases, in particular are identified by dominant com-
cos(¢) andsin(¢) form the interpolation function. General- S :

N : onents in directions orthogonal to the ridge flow. However,
izing, it can be shown [9] that in order to express the angular

. ! . g i . such a distinction can be made in a very small neighbor-
response at any orientatignusing2 N filters, it is sufficient hood surrounding the minutiae. We observe that neighbor-
that the angular filter contains a weighted sum of the fi¥st )

harmonics. Simoncelli et. al [21] further impose a hilbenOOdS greater than 16x16 and 24x24 pixels cannot fully re-

. solve these distinctions. Figure 3 shows response of a wedge
transform relation between the even and odd component?”?er to a prototypical bifurcation and non minutiae region
the filter. The filters are obtained using P P gion.

The distinction between the two regions is clearly evident.
N The advantage of this approach over using a set of oriented
he(¢) =Y wy cos(ng) (5) Gabor filter responses are as follows (i)Since the Gabor ker-
n=1 nel is symmetric, it has a bimodal response with a period of
N ) radians, where as the asymmetric wedge filter has a unimodal
ho(¢) = Z‘“n sin(ng) (6) response spanning-r, «] radians. (ii) Steerable filters al-
n=1 lows us to compute the response at any arbitrary orientation
The weightsw,, are chosen so as to localize the energy ras a linear sum of responses to a set of fixed basis filters. With
sponse. To construct a filter in arbitrary orientation, it is egabor filters, this is possible only if we perform interpolation
pressed as a linear combination of basis filtef$ — «,). between a set of closesly spaced filters. This would mean
Both the even and odd filter can be expressed using the gesiving a large set of oriented filters to begin with. (iii) The
eralized steerability relation proposed approach is more computationally efficient, since
& the reponse at each orientation is obtained by projecting the
o _ -~ _ _ image onto the basis function. This only involves computing
J2(r.9) = hi¢ = a)g(r) = 9(r) Z Fin(@)h($ = an) (7) the dot products as opposed to convolving the image using a

n=1



e —a—— ;- FawE=a receptive field of the neurons in mammalian visual cortex
e | — h':' R can be accurately modeled using Gabor elementary functions
== T [13]. Furthermore, they have important signal properties such
P ey S—— —'z -—d as optimal joint space frequency resolution [17]. Daug-
s man [7] and Lee [13] have used Gabor elementary func-
— tions as basis functions to represent generic 2D images.Gabor
m e S— elementary functions form a very intuitive representation of
ﬁ = -‘:: ——— fingerprint images since they capture the periodic,yet non-

stationary nature of the fingerprint regions. However, unlike
(a) (b) fourier bases or discrete cosine bases, using Gabor elemen-
tary functions have the following problems. (i)From a signal
Figure 4: Response of the wedge filter to a prototypical Rrocessing point of view, they do not form a tight frame. This
furcation and plain ridge means that the image cannot be represented as a linear super-
position of the Gabor elementary functions with coefficients
derived by projecting the image onto the same set of basis

set O.f G"?‘bor kgrpel;. . , , unctions. However, Lee [13] has derived conditions under
Minutiae verification using wedge filter consists of the fol3 1.1 a set of self similar Gabor basis functions form a com-

lowing steps (i) A 24x24 region surrounding each pOtentigete and approximately orthonormal set of basis functions.
[

minutiae is normalized w.r.t orientation. (ii) The local block They are biorthogonal bases. This means that the basis
is enhanced using the algorithm described in [1]. Figured, vions used to derive the coefficients(analysis functions)
shows the results of the normalization. This makes it inva

) - : a0hd the basis functions used to reconstruct the image (syn-
ant to brightness and pontrast vana}non. (,'”) The orientatignqjg functions) are not identical or orthogonal to each other.
response of the block is computed in the interjvad, 7] us- _Bastiaans [3] has analytically derived the analysis functions
ing N=18 basis filters. (iv) The responses are then cIassﬁi:Spl 1D when the synthesis functions are made up of modu-
into minutiae and non-minutiae region using a neural netwqgfed gaussian windows. However, Daugman proposes a sim-

classifier. ple optimization approach to obtain the coefficients.
Daugman gives the following form for the 2D Gabor ele-
2.2 Neural Networks mentary function

An analysis using Fisher discriminant analysis [8] shows usG(z, 1) = exp(—n[(x — 20)20? + (y — y0)?5%)).
that the two classes are not linearly separated. Therefore it eap(—2r ifuo( — 20) + voy — 1)) (8)
requires a more sophisticated classification step. It is well 0 0 0 0

known that a multi-layered feed forward neural network is and., represent the center of the elementary function in
capable of classifying non-linearly separated data. We uUsg@ spatial domainu, andv, represent the modulation fre-
three layered , 180-10-1 neuron architecture for our PUrPO§Gencies.a? and 32 represent the variance along the major

We use resilient back propagation [19] algorithm to train thg,q minor axes respectively and therefore the extent of sup-
network. It was found during our experiments that the "Bort in the spatial domain.

silient propagation network converges roughly more than 10
times faster than the simple back propagation algorithm and .
also compared to networks that include momentum paradl Feature representation

ete_r and adgp'uve learning rate;. The resilient b_ack PrOR%: use a multi-resolution representation using Gabor expan-
gation algorithm works by considering only the sign of th

o ) . ) . ion to distinguish between minutiae and non minutiae neigh-
derivative for updating the weights. The change in welghts g g

determined by a separate parameter. Therefore unlike gr6 rhood.The bases are derived using a self similar Gabor el-

ientary functions computed at multiple scales and orienta-
ent descent methods, the rate of convergence does not S y P P

down as the slope of the error aradient decreases with tim s. Figure 5 displays some of the basis functions used to
W P gradi Wt iMarive the feature representation. The basis function at scale

m, displacement (p,ag (0,2™,2%™..., N) and orientatior®

3 Gabor expansion 's given by [7]

Gabor elementary functions have been previously used for L o—mg ot

enhancement of fingerprint images [10] and also for syn- \Ilmpq"(x’y)/ o 2imG(l ) ) ©)
thetic fingerprint generation [18]. They are also very im- ' = 27"[zcos(f) +ysin(d)] —p (10)
portant in the field neurobiology. It has been found that the Yy = 27" [—zsin(f) + ycos(d)] — ¢ (11)



Figure 6: Some of the Gabor basis functions used to represent
the minutiae neighborhoods

can be calculated using

" p(Z|w;i)p(w;)
p(w;|T) = ——=— (14)
R SHTE Y
(b) In practice, we usually take a decision that maximizes the log

probabilitiesin(p(w;|Z)). In terms of discriminant functions,
Figure 5: Some of the Gabor basis functions used to represgatidecide that the feature belongs.toif
the minutiae neighborhoods

91(%) > g2(7) (15)
We represent a 32x32 region around the fingerprint image Were B
ing basis functions that span two scales and four orientations 9i(Z) = Inp(Z|w;) + Inp(w;) (16)
resulting in 272 such basis functions. The image can thefgss, we have observed that all conditional
fore approximately represented using probabilitiesp(Z|w;) can be represented as univariate

gaussian. We further assume that the features are inde-
- pendent of each other. This conclusion was drawn after

I(w,y) = Zl nGn(2,y) (12) examining the covariance matrix of the feature distribution.

" Only 3% of feature combinations had correlation coefficient

The optimal coefficients are obtained a gradient descent gfater than 0.25. Furthermore, we also assume the prior

proach as suggested by Daugman in [7]. At each iteratipfpbabilitiesp(w:) andp(w2) to be equal. The discriminant
the coefficient is incremented by an amount function can therefore be expressed as

272

K2

o 1, 1L L 1
9i(%) = —§($—ﬂi)t2' Y& - ) - §1H|Ei| (17)

Aan = Gu(z,y).I(z,y)—Gn(z,y). <Z Gk(l‘,y)f(x,y)>
k Here /1; represents the mean vector for the clasandX;

. . N (1.3) consists of a diagonal covariance matrix since we assume
Figure 6 shows examples of normalized minutiae nelghbggch feature to be independent of each other
hoods and their approximate reconstruction using Gabor ex- '

pansion. _
3.3 Feature Selection

We notice that all the 272 features do not sufficiently dis-
criminate the two classes, andw,. We therefore consider

We use a deterministic Bayesian classifier [8]in order to dRply those features thaufficiently disciriminate among the
tinguish between minutiae and non-minutiae neighborhoo@ksses. We define tiéscriminability metric D of each fea-
We can treat minutiae and non minutiae as two states of HH€ z; as

ture w; andw,. The coefficients can be represented using D; = i = prai (18)
a feature vectof. We decide the given sample as belong- o1 + 02

ing to w; if the posterior probability(w, |Z) is greater than We select only those features whébe > 0.5. This results

p(w2|Z). According to Baye's rule, the posterior probabilities retaining 12 of the 272 total features. Only these features

3.2 Bayesian Classification
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. 4.2 Gabor expansion approach

4.2.1 Testdata

Figure 7: Distribution of the two most distinctive features . -
The test data for the Gabor expansion based classifier con-

sists of 1500 of the 2000 minutiae neighborhoods discussed
are used for the Bayesian classification. Figure 7 shows digeviously. This consists of 415 are bifurcations, 585 are

tribution of some of the features and the correspondiisg ridge endings and 500 are non-minutiae neighborhoods. The
criminability metric D. other 500 impostor neighborhoods were not used to have an

unbiased dataset. The neighborhoods were normalized be-
fore feature extraction. Bifurcations are treated as negatives

4 Experimental Verification of the ridge endings and therefore the negative image is used
during feature extraction. The 272 features are pruned us-
4.1 Wedge filter approach ing the procedure mentioned in section 3.3. The features are

classified using Bayesian classification.
4.1.1 Testdata

The test data consisted of 2000 genuine and impostor mift?-2 Training and testing

tiae neighborhoods extracted out of 30 pairs of images. Mgining uses 60% of the data and the rest is used for testing.

ground truth minutiae location in these images were estglye training results in the following pieces of information.
lished manually using a semi-automated truthing tool. HalfoThe mean vectorg, and /., the std. deviation vectors

these pairs consisted bad prints Fhat contai_ned poor ridgeaai and 4. corresponding to impostor and genuine neighbor-
structure and creases. The quality of the fingerprint imagg§ods respectively. The equal error rate during training and

was established using an objective quality metric describ@;‘t}ting are 2% and 2% respectively. Figure 8b shows the
in [2]. ROC curve for the Gabor expansion based classifier.

4.1.2 Training and Testing 5 Conclusion

The training set consists of 500 impostor and genuine neigh-

borhoods that have been normalized w.r.t orientation aMde have presented two novel features for minutiae verifica-
brightness. The testing set consists of an equal number offfior in fingerprint images. The algorithm provides accuracy

postor and genuine neighborhoods. Ridges and bifurcatibetter than other gray scale approaches mentioned in litera-
are treated uniformly since it can be emperically shown tligre. The approaches are computationally efficient and can
response of the wedge filter are identical in each case. Tdlso be used to design minutiae detector that can directly op-
180 dimensional features obtained are used to train a neusahte on the gray scale images. Our future work will involve

network to distinguish between the two classes. The eqfusing the decision of the two classifiers and studying the ef-
error rates during training and testing are 6% and 17% refects of minutiae verification on matching performance.



Figure 9:
(b)Wedge feature based filter (c)Gabor expansion based[ﬁh]
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