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Abstract. Biometric identification has emerged as a reliable means of control-
ling access to both physical and virtual spaces. In spite of the rapid proliferation 
of large-scale databases, the research has thus far been focused only on accu-
racy within small databases. However, as the size of the database increases, not 
only does the response time deteriorate, but so does the accuracy of the system. 
Thus for larger applications it is essential to prune the database to a smaller 
fraction which would not only ensure higher speeds, but also aid in achieving 
higher accuracy. Unlike structured information such as text or numeric data that 
can be sorted, biometric data does not have a natural sorting order making in-
dexing the biometric database a challenging problem. In this paper we show the 
efficacy of indexing hand geometry biometric using the Pyramid Technique, to 
reduce the search space to just 8.86% of the entire database, while maintaining 
a 0% FRR. 

1   Introduction 

In an increasingly digital world, reliable personal authentication is an important 
human computer interface activity. Biometrics such as fingerprints, face and voice 
verification are gaining industrial, government and citizen acceptance. The US-VISIT 
program uses biometric systems to enforce homeland and border security. Govern-
ments around the world are adopting biometric authentication to implement National 
ID and voter registration schemes [1]. FBI maintains national criminal and civilian 
biometric databases for law enforcement. In spite of the rapid proliferation of large-
scale databases, the research community has thus far focused only on accuracy with 
small databases while neglecting the scalability and speed issues important to large 
database applications. If biometric systems have to truly replace the existing authenti-
cation systems, the response time, search and retrieval efficiency become important 
factors in addition to accuracy.  

Traditional databases index the records in an alphabetical or numeric order for effi-
cient retrieval. In biometric templates, there is no natural order by which one can sort 
the biometric records, making indexing a challenging problem. We propose guiding 
the search in biometric databases by using the Pyramid technique for indexing biomet-
ric databases. 



2   Problem Definition 

It has been shown that the number of false-positives in a biometric identification 
system grows geometrically with the size of the database [2]. If FRR and FAR indicate 
the false accept and reject rates during verification, then FRRN and FARN, the rates of 
false rejects and accepts in the identification mode are given by  

 
FARN     =  1 − (1 − FAR)N     (1) 

�     N�  FAR      (2) 
FRRN   =   FRR       (3) 

      No. of false accepts      =  N�  (FARN) �  N2 �FAR    (4) 
 

There are two approaches in which we can attempt to reduce the error of such an 
identification system: (i) By reducing the FAR of the matching algorithm (ii) By re-
ducing the search space (N) during identification.  The FAR of a modality is limited 
by the recognition algorithm and cannot be reduced indefinitely. Thus, the accuracy 
and speed of a biometric identification system can be improved by reducing the num-
ber of records against which matching is performed. The effects of reducing the search 
space during identification are obtained by mathematical analysis. Assume that we are 
able to reduce the search space to a fraction (PSYS) of the entire database. Then the 
resulting FAR, FRR values and total number of false accepts is given by 
 

  FARPSYS N        =            1 − (1 − FAR) PSYS �  N     (5) 
                                        �    (PSYS �N) �  FAR     (6) 

  FRRPSYSN         =  FRR       (7) 
 

To reduce the search space, we require a certain classification, partitioning or in-
dexing of the database. There exist well-established procedures such as Henry classi-
fication system [3] to classify fingerprint records based on the ridge patterns such as 
‘whorl’ , ‘ loop’ , ‘arches’  and ‘ tented arch’ . However, the problem with the existing 
Henry Classification system is that it is often found that the distribution of the finger-
prints within each class is not uniform. It has been observed [4] that 2 of the classes 
constitute nearly 65% of the population. Also, binning a fingerprint into one of these 
classes is a non-trivial task with the best classification system having FRR of 5%. We 
would want to have a 0% FRR for an identification task, to prevent imposters sneak-
ing through the system. Besides, apart from fingerprint, no such natural classification 
exists for the other biometrics. 

Thus in presence of such a scenario, it is imperative that we go in for a sophisti-
cated technique of partitioning or indexing the database to reduce the search space for 
not only improving the accuracy of the system, but also to ensure an efficient deploy-
ment of biometrics for real-time applications.  



3   Previous Work 

Classifying fingerprints into the Henry classes has been tried by Jain et al in [5], 
yielding a system with 12.4% FRR. A similar work by Ratha et al in [6] yielded a FRR 
of 10% with search space pruned to 25% of the original database. For a real-time 
application such as on an airport, with a rejection rate of 10%, 1 out of every 10 per-
sons would be falsely rejected and would have to be manually inspected. In an ex-
periment conducted by Cappelli et al [4] on NIST Special Database – 4, it was shown 
that the distribution of Fingerprint population was non-uniform with 2 of the 5 Henry 
classes they considered holding nearly 65% of the population. Also, such natural clas-
sifications are not evident in other biometrics such as hand geometry. 

The study of effect of binning was performed in [8] and it was demonstrated that 
the search space could be reduced to approximately 5% of the original database while 
keeping the FRR at 0% by using a parallel combination of hand geometry and signa-
ture biometrics. The data was clustered using the K-means clustering algorithm. The 
test template is then associated with the clusters it is closest to, with the new search 
space being the templates within these closest clusters. However, the binning approach 
has the shortcoming of having to re-partition the entire database on addition of new 
samples to it, which is an extremely time intensive process. Thus binning/clustering 
systems are useful only in cases of non-changing or static databases. 

4  Indexing Techniques 

Indexing the database implies a logical partitioning of the data space. In this ap-
proach of search-space reduction we make use of a Tree structure for organizing the 
data, such that each of the leaf nodes store one or more biometric templates. Thus 
given a test template, only the templates having similar index values would be consid-
ered as the search space, or in the case of range search, only the fraction of the data-
base lying within the range of the indexes of the test template would be the new search 
space. The reduced search space could then be passed on for actual identification 
using a slower but a more reliable biometric such as fingerprint. With Biometric data 
being inherently multi-dimensional, it is indispensable that the indexing technique 
support multi-dimensional data. Besides supporting high-dimensional data, there are 
several additional requirements that the indexing technique must satisfy for lending 
itself to the biometric domain, such as the following: 

 
1. Tree should be approximately balanced 

A balanced Tree will ensure that the time needed to reach to every leaf node is 
nearly the same among all the possible paths from the root to the leaf. 

 
2. Tree should be dynamic 

The Tree structure used must be dynamic with respect to frequent insertions and 
not so frequent deletions. Since we refer to an online real-time application, such as an 
airport deployment, the number of new enrollments into the database can be expected 



to be ever increasing. The Tree should not lose its original properties of being ap-
proximately height balanced or being non-skewed, with these online operations of 
insertions and deletions. 

 
3. Tree should support range queries 

Since the feature values measured for a biometric template is dependent on the data 
acquisition device and the feature extraction algorithm, we would want to provide a 
tolerance to each of the features measured, based on the intra-user variance observed 
for the feature. Thus in effect we would place the template into a bounding box, such 
that the extent along each dimension signifies the tolerance we provide for that dimen-
sion/feature. In such cases, the effective search space would be the candidates that lie 
within this hyper-rectangle. Indexing techniques for biometrics must hence be able to 
support range query searches. 

 
4. Tree should not have overlapping intermediate nodes 

Overlapping intermediate nodes imply that while parsing through the tree to reach a 
certain leaf node, we might have to check different paths and thus search in several 
different leaf nodes. 
 
5. Scalability 

Since we consider real-time applications, we can expect the database size to scale 
to millions of records. The indexing technique we use should be able to handle such a 
large amount of high-dimensional data. 
 

Several methods such as KD Trees, R Trees and its variants, X Trees and the 
Pyramid technique were studied for this purpose. 
 
KD Trees [9] 

It is one of the most popular multi-dimensional indexing methods. KD Trees are a 
form of a Binary search tree, which is formed by a recursive sub-division of the uni-
verse by using a (d-1) dimensional hyper-plane at each node, where d is the dimension 
of the data.  

However, KD Trees does not lend to our biometric indexing problem since the tree 
structure depends heavily upon the order of insertion of data. Its structure is not con-
sistent and may result into a skewed structure with a certain order of insertion. Be-
sides, it is also not a very dynamic structure, since frequent insertions may skew the 
tree. Deletions also pose a non-trivial problem of reorganization of the entire tree. 
 
R Trees [10] 

It makes use of the concept of bounding hyper-rectangles, where each leaf node is a 
bounding rectangle and encloses all the child nodes it contains within it. It is similar to 
a b-tree by keeping each of its non-root nodes at least half-full. It results in a height-
balanced tree in which all the leaf nodes are at the same level. 

The R Trees present us with obvious problem of having overlapping intermediate 
nodes, which poses the problem of having to search through multiple paths. It has 
been proved experimentally that with increasing dimensionality the problem of over-



lap only worsens [14]. Thus with our 24 dimension hand geometry data, using R Trees 
for indexing is not a viable option. 
 
R* Trees [11] 
    R* Trees are similar to R Trees, however they try to go beyond the R-Tree heuristic 
of trying to minimize the area of each rectangle, by optimizing the area of overlap and 
consider other factors such as the margin of each rectangle. However, since the over-
laps in intermediate nodes still exists the problem of following multiple paths would 
be significant in the high dimensional biometric data. 

 
R+ Trees [12] 
    R+ Tree is similar in structure to the R Trees, however they completely avoid the 
overlaps in intermediate nodes. However they result in nodes with poor space utiliza-
tion and longer tree structures. Also, R Tree and all of its variants are insertion order 
dependent structures. Thus the use of R+ Trees for indexing biometric databases is 
rejected too. 

 
X Trees [13] 
    They are based on the R* Trees. They circumvent the problem of overlapping in-
termediate nodes by introducing ‘super nodes’  having greater capacity than the other 
normal nodes. Besides being insertion-order dependent, they have a problem faced by 
most high-dimensional indexing techniques in terms of trying to use the 50% quantile 
when splitting a page to fulfill storage requirements. Such techniques result in pages 
that have an access probability close to 100% as pointed out by [14]. 
 
Pyramid Technique [14] 
    This currently seems to be the single most feasible indexing technique for indexing 
biometric databases. The concept is based on spatial-hashing the high-dimensional 
data into a single value. This single value can then be indexed very effectively using 
the popular B+ Trees. 

The pyramid-technique was especially designed for working in higher-dimensional 
spaces and has been successfully tested on a 100-dimensional data set in [14]. The 
technique results in a tree structure that is not only insertion order invariant, but also 
height balanced and dynamic to the frequent insertions and deletions.  

5   Methodology 

The Pyramid technique requires normalizing the data values to lie between 0 and 1 
to further divide the d dimensional data space into 2�d number of pyramids, each 
having a common tip-point and a (d-1) dimensional base. For instance, for the 2-
dimensional case, we have 2�2 = 4 pyramids, as shown in the figure-1 below, with 
each of those pyramids (p0. .p3) having a common tip-point and a 1-dimensional base. 
Since we work with 24-dimensional hand geometry data, the number of pyramids 
formed are 2�24 = 48. To enroll a person in the database, we obtain 5 training sam-



ples of the hand geometry template. We average out the features in the 5 training tem-
plates and index only the mean-template of each person. 

 

 
Figure 1 a. Partitioning 2-d space into 4 Pyramids b. Height of point v in pyramid P1 [14] 

 
The pyramids are numbered in a logical manner, such that a pyramid is numbered 

‘ i’  if all the points within the pyramid are farthest from the tip-point along dimension i 
than any other dimension. Further, we check if the points within the pyramid have 
their i th coordinate less than or equal to 0.5, in which case, the pyramid is labeled as i, 
else it is labeled as (i+d), d being the dimensionality of data. For instance, in the fig-
ure-1 shown above, all points within pyramids p1 and p3 are farthest from the tip-
point along dimension d1 than along dimension d0 and points in p3 have d1 values 
greater than 0.5. 
    The height of a point inside pyramid ‘ i’  is defined as the distance from the tip-point 
in the (i mod d) dimension. For instance, all points lying within pyramids p1 and p3 
above, have the height defined as the distance from the tip-point along dimension d1.  

The (height + pyramid number) forms the key (pyramid value) for every template 
and is used as the indexing key in the B+ Tree. On receiving an input template for the 
identification task, we bound this template by a bounding box to allow a level of toler-
ance for the feature values of the template by determining the lower and upper bounds 
for each feature as follows: 

Lowerboundi = Fi – tol�avgstdi,  Upperboundi = Fi + tol�avgstdi 
Fi: Value of feature-i of the test template 
avgstdi: average intra-user standard deviation for feature i 
tol: Tolerance-scale factor, tol�  avgstdi determines the tolerance for each feature. 
 
    On performing similar operation on each of the dimensions, we obtain a hyper-
rectangle for the test template. To find the candidate templates, we first determine the 
pyramids that this bounding box intersects. For every intersecting pyramid, we obtain 
the templates that lie within the range of the bounding box within the pyramid, by 
performing a range query using the method given in [14]. These templates form our 
candidate set for 1:1matching to be performed by the final stage using another more 
reliable biometric such as fingerprint. 



6. Hand Geometry Features 

    The algorithm to extract the feature involves the following steps: (1) Image acquisi-
tion (2) Converting to binary image (3) Contour extraction and noise elimination and 
(4) Feature extraction. The various geometric features that we are interested in involve 
the lengths and widths of the various parts of the fingers, the area under each finger. 
All together we have identified 24 invariant features [15] of the hand as shown below 
 

 
Figure 2: Features used for Hand Geometry template 

7   Analysis 

A theoretical analysis of the number of comparisons done to find all candidate tem-
plates lying within the bounding box of a given test sample yields the following: 

                                         D 

Number of Comparisons = �  (2 �  log2 (N/m)) + � (2�D)  

                                       i = 1             
           �    � (log2 (N/m)) 

where, 
D: dimensionality of the data, 35 in our case 
N: total number of templates in the database 
m: minimum number of templates to be held per intermediate node 

 
   � (2�D):   comparisons needed to determine the intersecting pyramids 

log2 (N/m):   the height of the B+ Tree 
2� log2 (N/m):  number of comparisons to get the leaf nodes representing  

                the lower and upper bounds 
 
    Once we have obtained the leaf nodes corresponding to the bounds, we simply have 
to do a linear scan through the chain of the leaf nodes of the B+ Tree to get the final 



candidate set for further investigation. Thus we show theoretically that the compari-
sons needed to determine the candidate set for the final stage, that is, the total time for 
pruning, is logarithmic in the total number of samples N in the database. Now we 
experimentally show that the size of the pruned candidate set determined by the index-
ing system is much smaller than the original size of the database. 

8. Experimental Results 

    We evaluated the algorithm based on the fraction of the database (PSYS) that has to 
be searched in order to find the given user’s record. The percentage was determined 
by running the algorithm on 5 test cases for each of the 200 users, thus a total of 1000 
test cases. The fraction of the database searched PSYS is the average size of the candi-
date set determined for the 1000 test templates. PSYS can be described by the following 
equation 
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where, 
     P: Pyramid, which varies from 1 to 2�d, d = dimension of data 

      Ph: Number of points in Pyramid P that lie within the bounding box of template T. 
 
Experiments showed that after indexing the hand geometry data, the penetration 

rate that it yielded was 8.86% while maintaining 0% FRR, with the tol, Tolerance-
scale factor, equal to 3.4. Thus the search space for the identification task was reduced 
to 8.86% of the original size of the database without falsely rejecting even a single 
template. The penetration rate could be further reduced however at the expense of an 
increased FRR by reducing the tolerance we provide for each feature.  

 
The effectiveness of indexing can be especially seen from the figures shown below, 

where the 3(a) refers to the graph of FRR versus Penetration Rate for an Indexing 
system and 3(b) refers to the Binning system described in section 3. The graph for the 
indexing system was obtained by varying the tolerance-scale factor, tol. The graph for 
the binning system was obtained by varying the number of clusters in which the data-
base was split and averaging the FRR values for same penetration rates.  



Figure 3: Comparison of FRR v/s Penetration Rate for Indexing and Binning Systems 
 
    The FRR monotonically decreases with increase of the penetration rate in the In-
dexing system. However, the FRR decreases non-monotonically in the case of a 
binning system, which implies that there might be a case where even after increasing 
the penetration, the FRR might worsen instead of improving. Also, as can be seen, the 
indexing system converges to 0% FRR with much lesser penetration. 

9   Conclusion & Future Work 

    We have presented a framework for implementing indexing in biometric databases 
in our endeavor to reduce the search space for the identification tasks. We have 
showed that on using the Pyramid technique for indexing biometric databases, we can 
prune the database to 8.86% of its original size maintaining a 0% FRR. Our future 
work involves using a parallel combination of hand geometry and signature indexed 
systems, which will definitely reduce the search space further. We also intend to 
evaluate the proposed scheme on a very large data set, by generating synthetic data. 
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